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SECTION 1

ASSERTION OF TEAMVIEWER GERMANY GMBH MANAGEMENT
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TeamViewer

ASSERTION OF TEAMVIEWER GERMANY GMBH MANAGEMENT
December 5, 2025

We are responsible for designing, implementing, operating, and maintaining effective controls within
TeamViewer Germany GmbH’s (‘TeamViewer or ‘the Company’) TeamViewer Engage, TeamViewer
Classroom, Internet of Things (loT), Assist AR, Tensor, Remote Management, TeamViewer Meeting
Services, TeamViewer Frontline, TeamViewer DEX Software as a Service (SaaS) Platform System,
TeamViewer One, Dex Essentials System throughout the period October 1, 2024 to September 30, 2025,
to provide reasonable assurance that TeamViewer’s service commitments and system requirements were
achieved based on the trust services criteria relevant to Security, Availability, Processing Integrity,
Confidentiality, and Privacy (applicable trust services criteria) set forth in TSP section 100, 2017 Trust
Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy, in AICPA, Trust
Services Criteria, and TeamViewer’'s compliance with the commitments in its Privacy Notice. Our
description of the boundaries of the system is presented below in “TeamViewer Germany GmbH’s
Description of Its TeamViewer Engage, TeamViewer Classroom, Internet of Things (loT), Assist AR,
Tensor, Remote Management, TeamViewer Meeting Services, TeamViewer Frontline, TeamViewer DEX
SaaS Platform System, TeamViewer One, Dex Essentials System throughout the period October 1, 2024
to September 30, 2025” and identifies the aspects of the system covered by our assertion.

We have performed an evaluation of the effectiveness of the controls within the system throughout the
period October 1, 2024 to September 30, 2025, to provide reasonable assurance that TeamViewer’s service
commitments and system requirements were achieved based on the trust services criteria. TeamViewer’s
objectives for the system in applying the applicable trust services criteria are embodied in its service
commitments and system requirements relevant to the applicable trust services criteria. The principal
service commitments and system requirements related to the applicable trust services criteria are presented
in “TeamViewer Germany GmbH’s Description of Its TeamViewer Engage, TeamViewer Classroom,
Internet of Things (loT), Assist AR, Tensor, Remote Management, TeamViewer Meeting Services,
TeamViewer Frontline, TeamViewer DEX SaaS Platform System, TeamViewer One, Dex Essentials
System throughout the period October 1, 2024 to September 30, 2025”.

TeamViewer uses Anexia Internetdienstleistungs GmbH (‘Anexia’) to provide cloud hosting and information
technology solutions services and Microsoft Azure (‘Azure’) to provide cloud hosting services (collectively,
the ‘subservice organizations’). The description indicates that complementary subservice organization
controls that are suitably designed and operating effectively are necessary, along with controls at
TeamViewer, to achieve TeamViewer’s service commitments and system requirements based on the
applicable trust services criteria and TeamViewer’s compliance with the commitments in its Privacy Notice.
The description presents TeamViewer’s controls, the applicable trust services criteria, and the types of
complementary subservice organization controls assumed in the design of TeamViewer’s controls. The
description does not disclose the actual controls at the subservice organizations.

The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary to achieve TeamViewer’s service commitments and system requirements based
on the applicable trust services criteria and TeamViewer’'s compliance with the commitments in its Privacy
Notice. The description presents the applicable trust services criteria and the complementary user entity
controls assumed in the design of TeamViewer’s controls.

There are inherent limitations in any system of internal control, including the possibility of human error and
the circumvention of controls. Because of these inherent limitations, a service organization may achieve
reasonable, but not absolute, assurance that its service commitments and system requirements are
achieved.
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We assert that the controls within the system were effective throughout the period October 1, 2024 to
September 30, 2025 to provide reasonable assurance that TeamViewer’s service commitments and system
requirements were achieved based on the applicable trust services criteria and TeamViewer's compliance
with the commitments in its Privacy Notice, if complementary subservice organization controls and
complementary user entity controls assumed in the design of TeamViewer’'s controls operated effectively
throughout that period.

ftei Pund b (Mo
Mei Dent ppa. Kai Werner
Chief Product and Technology Officer CHRO & Group General Counsel
TeamViewer Germany GmbH TeamViewer Germany GmbH
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SECTION 2

INDEPENDENT SERVICE AUDITOR’S REPORT

Proprietary and Confidential



A-LIGN

INDEPENDENT SERVICE AUDITOR’S REPORT
To TeamViewer Germany GmbH:
Subject

We have examined TeamViewer Germany GmbH’s (‘TeamViewer’ or ‘the Company’) accompanying
assertion titled “Assertion of TeamViewer Germany GmbH Management” (assertion) that the controls within
TeamViewer’'s TeamViewer Engage, TeamViewer Classroom, Internet of Things (IoT), Assist AR, Tensor,
Remote Management, TeamViewer Meeting Services, TeamViewer Frontline, TeamViewer DEX SaaS
Platform System, TeamViewer One, Dex Essentials System were effective throughout the period October
1, 2024 to September 30, 2025, to provide reasonable assurance that TeamViewer’s service commitments
and system requirements were achieved based on the trust services criteria relevant to Security,
Availability, Processing Integrity, Confidentiality, and Privacy (applicable trust services criteria) set forth in
TSP section 100, 2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality,
and Privacy, in AICPA Trust Services Criteria, and TeamViewer’'s compliance with the commitments in its
Privacy Notice.

TeamViewer uses Anexia to provide cloud hosting and information technology solutions services and Azure
to provide cloud hosting services. The description indicates that complementary subservice organization
controls that are suitably designed and operating effectively are necessary, along with controls at
TeamViewer, to achieve TeamViewer’s service commitments and system requirements based on the
applicable trust services criteria and TeamViewer’s compliance with the commitments in its Privacy Notice.
The description presents TeamViewer’s controls, the applicable trust services criteria, and the types of
complementary subservice organization controls assumed in the design of TeamViewer’s controls. The
description does not disclose the actual controls at the subservice organizations. Our examination did not
include the services provided by the subservice organizations, and we have not evaluated the suitability of
the design or operating effectiveness of such complementary subservice organization controls.

The description indicates that complementary user entity controls that are suitably designed and operating
effectively are necessary, along with controls at TeamViewer, to achieve TeamViewer's service
commitments and system requirements based on the applicable trust services criteria and TeamViewer’s
compliance with the commitments in its Privacy Notice. The description presents TeamViewer’s controls,
the applicable trust services criteria, and the complementary user entity controls assumed in the design of
TeamViewer’s controls. Our examination did not include such complementary user entity controls and we
have not evaluated the suitability of the design or operating effectiveness of such controls.

Service Organization’s Responsibilities

TeamViewer is responsible for its service commitments and system requirements and for designing,
implementing, and operating effective controls within the system to provide reasonable assurance that
TeamViewer’'s service commitments and system requirements were achieved. TeamViewer has also
provided the accompanying assertion (TeamViewer assertion) about the effectiveness of controls within
the system. When preparing its assertion, TeamViewer is responsible for selecting, and identifying in its
assertion, the applicable trust services criteria, for having a reasonable basis for its assertion by performing
an assessment of the effectiveness of the controls within the system, and complying with the commitments
in its Privacy Notice.
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Service Auditor’s Responsibilities

Our responsibility is to express an opinion, based on our examination, on management’s assertion that
controls within the system were effective throughout the period to provide reasonable assurance that the
service organization’s service commitments and system requirements were achieved based on the
applicable trust services criteria and its compliance with the commitments in its Privacy Notice. Our
examination was conducted in accordance with attestation standards established by the AICPA. Those
standards require that we plan and perform our examination to obtain reasonable assurance about whether
management’s assertion is fairly stated, in all material respects. We believe that the evidence we obtained
is sufficient and appropriate to provide a reasonable basis for our opinion.

Our examination included:

e Obtaining an understanding of the system and the service organization’s service commitments and
system requirements

o Assessing the risks that the description is not presented in accordance with the description criteria
and that controls were not suitably designed or did not operate effectively

e Performing procedures to obtain evidence about whether controls stated in the description were
suitably designed to provide reasonable assurance that the service organization achieved its
service commitments and system requirements based on the applicable trust services criteria

Our examination also included performing such other procedures as we considered necessary in the
circumstances.

Independence and Ethical Responsibilities

We are required to be independent and to meet our other ethical responsibilities in accordance with relevant
ethical requirements relating to the examination engagement.

Inherent Limitations

There are inherent limitations in the effectiveness of any system of internal control, including the possibility
of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable assurance that
the service organization’s service commitments and system requirements are achieved based on the
applicable trust services criteria. Also, the projection to the future of any conclusions about the suitability of
the design and operating effectiveness of controls is subject to the risk that controls may become
inadequate because of changes in conditions or that the degree of compliance with the policies or
procedures may deteriorate.

Opinion

In our opinion, management’s assertion that the controls within TeamViewer's TeamViewer Engage,
TeamViewer Classroom, Internet of Things (loT), Assist AR, Tensor, Remote Management, TeamViewer
Meeting Services, TeamViewer Frontline, TeamViewer DEX SaaS Platform System, TeamViewer One, Dex
Essentials System were suitably designed and operating effectively throughout the period October 1, 2024
to September 30, 2025, to provide reasonable assurance that TeamViewer’'s service commitments and
system requirements were achieved based on the applicable trust services criteria is fairly stated, in all
material respects, if complementary subservice organization controls and complementary user entity
controls assumed in the design of TeamViewer’s controls operated effectively throughout that period.

The SOC logo for Service Organizations on TeamViewer’'s website constitutes a symbolic representation

of the contents of this report and is not intended, nor should it be construed, to provide any additional
assurance.
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Restricted Use

This report, is intended solely for the information and use of TeamViewer, user entities of TeamViewer's
TeamViewer Engage, TeamViewer Classroom, Internet of Things (IoT), Assist AR, Tensor, Remote
Management, TeamViewer Meeting Services, TeamViewer Frontline, TeamViewer DEX SaaS Platform
System, TeamViewer One, Dex Essentials System during some or all of the period October 1, 2024 to
September 30, 2025, business partners of TeamViewer subject to risks arising from interactions with the
TeamViewer Engage, TeamViewer Classroom, Internet of Things (IoT), Assist AR, Tensor, Remote
Management, TeamViewer Meeting Services, TeamViewer Frontline, TeamViewer DEX SaaS Platform
System, TeamViewer One, Dex Essentials System, and those who have sufficient knowledge and
understanding of the complementary subservice organization controls and complementary user entity
controls and how those controls interact with the controls at the service organization to achieve the service
organization’s service commitments and system requirements.

This report is not intended to be, and should not be, used by anyone other than these specified parties.

p\,b.e,q AsvaANCE

Tampa, Florida
December 5, 2025
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SECTION 3

TEAMVIEWER GERMANY GMBH’S DESCRIPTION OF ITS TEAMVIEWER
ENGAGE, TEAMVIEWER CLASSROOM, INTERNET OF THINGS (IOT), ASSIST AR,
TENSOR, REMOTE MANAGEMENT, TEAMVIEWER MEETING SERVICES,
TEAMVIEWER FRONTLINE, TEAMVIEWER DEX SAAS PLATFORM SYSTEM,
TEAMVIEWER ONE, DEX ESSENTIALS SYSTEM THROUGHOUT THE
PERIOD OCTOBER 1, 2024 TO
SEPTEMBER 30, 2025
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OVERVIEW OF OPERATIONS

Company Background

Launched in 2005, TeamViewer focuses on cloud-based technologies to enable online support and
collaborate in real time across the globe.

People have collectively used the technology from TeamViewer in billions of instances where distance and
time would have otherwise prevented them from accomplishing their goals. TeamViewer has been installed
on over 2 billion devices, has over 35 million devices online at any given time and can provide software and
support for greater than 30 languages.

With TeamViewer Tensor (includes also TeamViewer Remote Solution) (a cloud-based enterprise
connectivity platform for secure remote connectivity at scale with enterprise-grade), TeamViewer Assist AR
(Augmented Reality (AR) enhanced remote support), TeamViewer Embedded (Remote Operations,
Assistance and Alarming for All “Things”), TeamViewer Remote Management (Protect and monitor remote
devices and keep track of IT assets), TeamViewer Frontline (AR Productivity Solutions), TeamViewer
Engage (Digital Customer Engagement), TeamViewer DEX (Digital Employee Experience) TeamViewer
One (all-in-one platform that unifies remote access, device management, and automation to streamline IT
operations and enhance the digital employee experience), DEX Essentials (streamlined solution that
provides real-time endpoint visibility and automated fixes to improve the digital employee experience) and
TeamViewer Meeting (a meeting functionality which provides a platform for users to communicate through
audio/video calling), TeamViewer has expanded its portfolio with technologies that enable IT professionals
to manage, collaborate, and enable their infrastructure and users across the globe.

Description of Services Provided

TeamViewer Tensor is a cloud-based enterprise connectivity platform enabling large-scale IT management
framework deployments quickly and easily. Built upon the world’s largest remote connection infrastructure
already covering 200 countries and connecting more than two billion devices, TeamViewer Tensor scales
linearly to the needs of an enterprise, providing the industry’s leading connectivity and real-time support
tools in a convenient, ready-to-deploy SaaS environment. Product features of TeamViewer Tensor include
the following:

e Single Sign-On Security (SSO) - The full power of the world’s largest connectivity network is
available to integrate with corporate cloud identity platform. TeamViewer Tensor works with any
identity provider that uses Security Assertion Markup Language (SAML) 2.0 for single sign-on for
cloud-based identity and access control.

e Conditional Access is a framework allowing to control which devices, users, and user groups using
TeamViewer Tensor have access to which data sources, services, and applications in the
organization. With Conditional Access, Enterprise Information Technology (IT) and security
managers can maintain company-wide oversight of TeamViewer access and usage from a single
location.

o Device-Agnostic Connectivity - Perfect for enterprises who support Bring Your Own Device (BYOD)
or Choose Your Own Device (CYOD) flexibility, TeamViewer Tensor provides an added layer of
network connectivity with unprecedented simplicity and accessibility, while staying within corporate
security guidelines.

e Comprehensive Logging - The advent of the connected workplace has given birth to new kinds of
threats and TeamViewer Tensor brings a new level of auditability to the enterprise. Now each
connection can audit each connection made to and from Personal Computers (PCs) to the
TeamViewer Tensor platform.

o Silent Rollout - TeamViewer Tensor can be installed and updated silently on corporate devices by
network admins with appropriate security access. It provides interruption-free device and functional
support, while keeping devices in the network running with the latest software updates.
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Customer Embedded Device, TeamViewer’'s Global Network - TeamViewer Tensor Embedded
connector allows the client to connect to devices or sensors from anywhere without accessing any
special network. TeamViewer's framework allows enterprises to build their own embedded
connectors and feed data and sensors into TeamViewer's embedded network.

Augmented Reality Remote Guidance - Integrating TeamViewer Assist AR provides an enhanced set of
augmented reality tools that enable onsite employees or clients to share their smartphone’s camera view.
The camera acts as the eyes, allowing the problem to be seen and assistance to be provided to the
person onsite.

Enterprise-Grade Security - End-to-end encryption (Rivest-Shamir-Adleman (RSA) 4096 /
Advanced Encryption Standard (AES) 256), enforced multi-factor authentication (MFA), and
compliance with major standards (e.g. International Organization for Standardization (ISO) 27001,
System and Organization Controls (SOC) 2, Trusted Information Security Assessment Exchange
(TISAX), Cloud Security Alliance (CSA) Star, Federal Office for Information Security (BSI) C5,
HIPAA, General Data Protection Regulation (GDPR)) ensure secure remote connectivity at scale.
Advanced Conditional Access with Contextual Rules - Beyond basic access control, Tensor
supports granular policies based on device posture, location, and time, enabling Zero Trust
principles.

Integration with Enterprise Systems - Native integrations with Microsoft Intune, ServiceNow, and
other Information Technology Service Management (ITSM)/ Mobile Device Management (MDM)
platforms for streamlined workflows.

Mass Deployment and Policy Management - Centralized configuration and policy enforcement
across thousands of endpoints using MSI packages, Intune, or other deployment tools.

Session Recording and Audit Trails - Full session recording for compliance and forensic analysis,
with detailed audit logs accessible via Application Programming Interface (API).

API and Automation Support - Representational State Transfer (REST) APIs for automating user
provisioning, reporting, and integration with enterprise workflows.

Cross-Platform Support - Works across Windows, macOS, Linux, ChromeQOS, iOS, and Android,
ensuring flexibility for diverse environments.

Performance Optimization for Large-Scale Use - High-speed routing via TeamViewer’s global
network infrastructure, optimized for low latency and high availability.

Session Insights & Analytics - Automatically summarizes support sessions with smart tags,
step-by-step resolution records, and dashboard metrics (e.g., resolution times, volume), enabling
audit-ready documentation and actionable insights.

TeamViewer Tia - A contextual Artificial Intelligence (Al) assistant embedded in remote sessions,
accessible via chat. It provides real-time diagnostics, fetches device data, generates resolution
workflows, and automates tasks like launching Task Manager or retrieving logs.

Assist AR with Al-driven Summaries - Al-generated transcriptions and session summaries for AR
remote assistance calls, facilitating compliance and enabling accurate documentation without
disrupting workflow.

Smart Session Insights (Built-in) - Tensor’s official features page confirms “Smart session insights”
use Al to drive efficiency via case documentation, summaries, and analytics

TeamViewer Assist AR is an augmented reality-enhanced remote support tool. Augmented reality enables
fixing issues beyond the screen, regardless of distance. With this solution, it is possible to see through the
connection partner’'s smartphone camera, making it easy to observe any kind of equipment, machinery,
infrastructure issues, and more. Guidance is provided by setting Three-Dimensional (3D) markers onto real-
world objects. Product features of TeamViewer Assist AR include the following:

Remote Camera Sharing and Real-Time Video Streaming - Enable on-site employees or clients to
share their smartphone’s camera view. The camera acts as the eyes, allowing the problem to be
seen and assistance to be provided to the person onsite.

High Definition Voice over Internet Protocol (HD VolP) - Speak to the service technician or client
on the other side of the screen, giving them detailed instructions on how to fix the issue at hand.
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¢ Highlighting on 3D objects and Adding Text - Help the on-site employee or customer fix the issue
by drawing and highlighting on the screen onto real-world objects, as well as adding text
descriptions.

e Freeze image - Pause the video stream to get a clear still image to highlight and discuss technical
details, as well as work hands-free.

e Mobile to mobile - Use an iOS or Android device to connect and support anyone with a smartphone
or smart glasses.

TeamViewer Embedded enables instant and secure connection, monitoring, and operation of machines
and devices from anywhere. Full visibility into embedded devices is provided with real-time status alerts
and early insights, allowing for quick reactions to mitigate risks and proactively solve issues before they
impact business operations. Product features of TeamViewer Embedded include the following:
e One-click Monitoring and Control - Monitor and control devices on the edge or via the cloud with
one solution.
o Remote Screen Grabbing - Remotely capture what is being displayed on an operation panel of any
endpoint.
¢ Remote Control for Edge Device - Get secure, seamless access to control embedded edge devices
remotely, secured by end-to-end encryption without complicated system configuration.
e Fast, Flexible Integration - Easily integrates into common third-party platforms with APIs and
Software Development Kits (SDKs), compatible with widely used protocols to customize the
embedded solution.

TeamViewer Remote Management provides users with the ability to monitor its devices from a centralized,
remote location. This application allows users to set up checks such as online status, disk health and
memory usage, and receive notifications when a certain threshold is exceeded. TeamViewer Remote
Management provides users with a solution to view and generate reports on remote devices’ hardware and
installed software. TeamViewer Remote Management protects users’ computers against threats such as
viruses, Trojans, rootkits and spyware. Product features of TeamViewer Remote Management include the
following:

¢ Monitor - Set up checks like online status, disk health and memory usage, and get notified when a
certain threshold is exceeded. TeamViewer Monitoring provides the user with an overview of the
critical aspects of their systems from one place. By defining groups of devices and creating
individual check policies, TeamViewer Monitoring can be adjusted to meet specific needs.

o Asset Management - TeamViewer Asset Management provides users with a solution to view and
generate reports on devices’ hardware, installed software and more with only a few clicks. See
what version a software is, and when it was installed or modified. Detect inappropriate software
and eliminate risks.

e Endpoint Detection and Response - Keeps computers clean and safe. TeamViewer Endpoint
Protection protects computers against threats such as viruses, ransomware, Trojans, rootkits and
spyware. 24/7 - no matter if on - or offline. Determine time, scope and thoroughness of each check-
policy and apply them to different computers or groups. Don’t worry about updates anymore -
TeamViewer Endpoint Protection maintains itself and is always up to date to ensure maximum
safety.

e Backup - TeamViewer Backup is a backup solution to endpoint data protection that can deploy and
activate TeamViewer Backup remotely within seconds. Customer data will be stored in the cloud
using the highest security standards.

TeamViewer Frontline is a solution to digitalize and streamline processes for frontline employees in desk-
free workspaces with AR-guided solutions - seamlessly integrated with wearables and mobile devices -
increasing productivity, efficiency, and quality along the entire value chain. Product features of TeamViewer
Frontline includes the following:

Security - Protect and control intellectual property rights of workflow apps

Independence - No external resources like additional software or hardware needed

Agility - Create and edit AR workflow applications instantly

Scalability - Companies can easily transfer requisites from one site to the next
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o Flexibility - Forward task changes immediately to frontline workforce
e Usability - Easy to use with no programming know-how required

TeamViewer Engage is a next-gen digital customer engagement platform for online sales, digital customer
service, and video consultations that empowers companies to elevate their customer experience for lifelong
brand loyalty.

With scalable cloud or on-premises deployment options, SSO integration, and built-in security, TeamViewer
Engage is enterprise-ready to meet requirements. Manage TeamViewer Engage users with existing SSO
or role-based access control system and ensure proper auditability of customer engagements. Product
features of TeamViewer Engage includes the following:

e Co-Browsing - Co-Browsing streamlines communication between customer and agent through
advanced, hassle-free screen sharing technology. Use TeamViewer Engage to Co-Browse with
customers on any device, across browsers - without downloads or installation.

e Chatbots - Create automated chat dialog flows based on prebuilt conditional rules to pre-qualify
leads, answer common questions, and more. If problems are too complex for automated Chatbot
guidance, an agent will be alerted and can seamlessly take over through Live Chat.

e Live Chat - Integrate TeamViewer’'s Live Chat solution on websites to convert visitors into
customers and provide instant support. Empower agents with helpful tools to increase their
efficiency, such as automated chatbot flows and predefined answers to frequently asked questions.

e Video Chat - Offer customers an even more personalized experience with Video Chat. Conduct
customer consultations, sales calls, remote home inspections, tech support, and more. Integrate
Video Chat into customer websites, online customer portal, or mobile application for one-click
access to digital customer service.

e eSignature - Available with Document Co-Browsing, this is a legally binding electronic signature
tool enabling users to get contracts, proposals, forms, or any digital document signed legally by
eSignature in seconds, from any device - without investing in separate software.

e Appointment Scheduling - Easily prepare and manage sales and consultation appointments with
TeamViewer Engage. Sync appointments with users’ favorite calendar app, send e-mail
appointment invitations, and use the Appointment Booker to let customers reserve calendar time.

TeamViewer DEX is a SaaS-based Digital Employee Experience platform designed to help IT teams
proactively identify and resolve issues before they impact productivity. It transforms traditional IT operations
into a strategic enabler by improving visibility, automating remediation, and enhancing user satisfaction
across digital workspaces.

Delivered as a cloud-native solution, TeamViewer DEX integrates seamlessly with existing IT ecosystems
and scales effortlessly across thousands of endpoints. It supports Windows environments and leverages
advanced telemetry and Al-powered analytics to detect anomalies, monitor application health, and simulate
user interactions.

The platform’s always-on monitoring and automation capabilities reduce downtime, lighten IT workloads,
and cut operational costs. IT teams gain actionable insights into device performance, user experience, and
compliance status - enabling faster, smarter decision-making.

Any existing products that are not explicitly mentioned are still in scope of this report even if they are End
of Life or in the phase out portion of the product lifecycle.
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TeamViewer ONE is a unified digital workplace management platform that consolidates observability,
automation, remote support, and experience analytics into a single, Al-ready solution. It equips IT teams to
proactively prevent disruptions, resolve issues faster, and align outcomes with employee experience and
business goals, combining DEX intelligence with secure remote access and deep Microsoft 365 monitoring.
Product features of TeamViewer ONE include the following:

e Unified Platform for Proactive IT - Consolidates real-time diagnostics, automated remediation, and
business-impact analytics in one place to reduce mean-time-to-resolution and avoid incidents
before users are affected.

o DEX Intelligence (Al-assisted insights) - Surfaces likely root causes and recommended actions so
teams can find and fix issues before they disrupt work, improving uptime and the digital employee
experience.

e Endpoint Automation & Policy Management - Modern, scalable policy enforcement and automated
configuration/compliance actions across the IT estate to standardize posture and reduce manual
effort.

e Experience Analytics - Holistic visibility into end-user stability, responsiveness, performance, and
sentiment to track and improve digital employee experience.

e Microsoft 365 Monitoring- Deep M365 service visibility with proactive alerts, network path analysis,
usage/license insights, and integrations with tools like ServiceNow, Splunk, and BigPanda.

e Secure Remote Device Access & Control - Enterprise-grade remote support across platforms to
troubleshoot and assist end users regardless of OS or location.

e Enterprise Integrations - Native connections into ITSM/observability ecosystems (e.g., ServiceNow,
Splunk, BigPanda) to streamline workflows and incident response.

e Al-Enhanced Support Workflows - Al session summaries and insights accelerate knowledge
capture and case documentation while improving support efficiency.

TeamViewer DEX Essentials is a lightweight, endpoint-resident (edge-native) add-on that gives IT teams
real-time visibility and automated remediation across core areas of device health, enabling proactive
incident prevention without complex infrastructure. It integrates with the TeamViewer stack so IT can reduce
repetitive tickets, improve response times, and demonstrate measurable ROI from day one.

Product features of TeamViewer DEX Essentials include the following:

o Edge-Native, Real-Time Insights - Continuous monitoring across performance, applications,
operating system, security, and networking with drill-down device context for fast, actionable
diagnosis.

¢ Automated Remediation & “Fix-Once-Automate” - One-click remediations that can be promoted to
policy-based automations to resolve recurring issues hands-free (start/stop anytime).

o Prebuilt Use-Case Library (Examples) - Ready-to-use fixes such as Office 365 crash repair
(file-cache reset), Microsoft Teams cache clear/restart, OneDrive resync, Windows Update
re-check, Fast Startup disable, disk cleanup, WMI repair, and more.

o Value & Benefit Dashboard - Out-of-the-box reporting that quantifies avoided tickets, time saved,
automations executed, and estimated cost impact to evidence ROI and guide improvements.

e Seamless TeamViewer Integration - Works alongside TeamViewer Remote/Tensor to unify
proactive detection with remote assistance and existing admin workflows.

e Designed for Lean IT & MSPs - Fast to deploy, minimal footprint, and built to scale across mixed
environments—ideal for small teams and managed service providers

e Commercial & Enablement Notes (Add-On) - Sold as an add-on to existing TeamViewer licenses
with trial availability; enablement materials and demos are provided to support rollout and adoption.

TeamViewer Meeting is a secure, cloud-based video conferencing and collaboration service for enterprises
and distributed teams. It delivers HD video/audio, screen sharing, and integrated chat across platforms,
backed by TeamViewer’s global infrastructure for low latency and high availability.
Key features include:

¢ HD Video & Audio - Reliable conferencing with screen sharing and real-time collaboration.

e Cross-Platform Support - Windows, macOS, Linux, iOS, and Android.

e Integrated Chat & File Sharing - Secure in-meeting communication.

e Calendar Integration - Works with Outlook and other scheduling tools.
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o Enterprise Security - End-to-end encryption (RSA 4096/AES 256), SSO (SAML 2.0), MFA.
e Compliance - ISO 27001, SOC 2/SOC 3, HIPAA, GDPR, CSA STAR Level 2.

e Session Recording & Audit Logs - For compliance and training.

¢ WebRTC Architecture - Browser-native for fast, secure connections.

Principal Service Commitments and System Requirements

TeamViewer designs its processes and procedures related to their products to meet its objectives for its
remote access, collaboration and managing services. Those objectives are based on the service
commitments that TeamViewer makes to user entities, the laws and regulations that govern the provision
of remote access, collaboration and managing services, and the financial, operational, and compliance
requirements that TeamViewer has established for the services. The remote access, collaboration and
managing services of TeamViewer are subject to the security and privacy requirements of the Health
Insurance Portability and Accountability Act Administrative Simplification, as amended, including relevant
regulations, as well as state privacy security laws and regulations in the jurisdictions in which TeamViewer
operates.

Security commitments to user entities are documented and communicated in Service Level Agreements
(SLAs) and other customer agreements, as well as in the description of the service offering provided online.
Security commitments are standardized and include, but are not limited to, the following:

Security principles are within the fundamental designs of the products that are designed to permit system
users to access the information they need based on their role in the system while restricting them from
accessing information not needed for their role.

Use of encryption technologies to protect customer data both at rest and in transit.

TeamViewer establishes operational requirements that support the achievement of security commitments,
relevant laws and regulations, and other system requirements. Such requirements are communicated in
TeamViewer's system policies and procedures, system design documentation, and contracts with
customers. Information security policies define an organization-wide approach to how systems and data
are protected. These include policies around how the service is designed and developed, how the system
is operated, how the internal business systems and networks are managed and how employees are hired
and trained. In addition to these policies, standard operating procedures have been documented on how to
carry out specific manual and automated processes required in the operation and development of the
secure software development lifecycle (SDLC) and vulnerability management the TeamViewers products.

Components of the System

Infrastructure

Primary infrastructure used to provide the TeamViewer's TeamViewer Engage, TeamViewer Classroom,
Internet of Things (loT), Assist AR, Tensor, Remote Management, TeamViewer Meeting Services,

TeamViewer Frontline, TeamViewer DEX SaaS Platform System, TeamViewer One, Dex Essentials
Systems includes the following:

Primary Infrastructure

Hardware Type Purpose

Firewalls FortiGate (Customer Filters traffic into and out of the private network
Production) supporting the corporate services
Palo Alto (Corporate IT and
offices)

Server Dell R640, R6525 TeamViewer Master environment
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Primary Infrastructure

Hardware Type Purpose
Network Juniper MX240, QFX5100- | TeamViewer Master environment
96s
Operating System | Cent OS / Rocky Linux TeamViewer Master environment
Software

Primary software used to provide the TeamViewer Engage, TeamViewer Classroom, Internet of Things
(IoT), Assist AR, Tensor, Remote Management, TeamViewer Meeting Services, TeamViewer Frontline,
TeamViewer DEX SaaS Platform System, TeamViewer One, Dex Essentials Systems includes the
following:

Primary Software

Software Operating System Purpose

Intune SaaS Azure Network Inventory, Asset Management, Software
Deployment, to manage Windows and Mac OS
devices

(Atlassian) Jira SaaS Project management and documentation tools for

and Confluence agile teams

E-mail SaaS (Microsoft Office 365 | E-mail

suite)

Salesforce SaaS Customer relations tool

Microsoft SaaS Customer relations tool (in transition to Salesforce)

Dynamics

Veeam backup Windows Server Backup and Replication software

and replication

GitHub SaaS and Windows Server | GitHub is an open-source tool used as the code
repository

Bitbucket Anexia Datacenter Storage of central repository of Source Code

FreshService SaaS FreshService is used as a ticketing tool for tracking

service and purchase requests, incidents and
infrastructure changes

FreshDesk SaaS FreshDesk is used as a ticketing tool for tracking
customer support requests

WordPress SaaS Website content management

Adobe Experience | SaaS Website content management

Manager

Tableau SaaS Business reporting and analytics

1Password SaaS Password Management Solution

Cloudflare SaaS Corporate Content Delivery Network (CDN)and

Web Application Firewall (WAF)
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Primary Software

Software Operating System Purpose

Firebase SaaS Used for sending notification in TeamViewer's
product for Android OS

Genysis SaaS Contact Center

SAP Success SaaS Human Resources (HR) Tool

Factor

Magento SaaS Standard business application

Microsoft SaaS Mailing

Exchange

Microsoft SaaS Corporate File Storage

SharePoint

Microsoft Teams SaaS Corporate Instant Messaging

Microsoft Office Azure Saa$S (Microsoft Office 365 suite) includes E-mail,

365 SharePoint, and Teams communication system

Microsoft SaaS Intrusion Detection System (IDS)

Defender

Mimecast SaaS E-mail security gateway and archive

PaloAlto Routing Firewall collecting the outbound and inbound
events and firewall collecting the outbound and
inbound events

PaloAlto - SaaS Virtual Private Network (VPN)

GlobalProtect

DataDog SaaS Monitoring platform

People

TeamViewer staff provide support for services in each of the following functional areas:

Executive Board - provides oversight to the TeamViewer organization

Product Management - dealing in planning, forecasting, production and marketing of TeamViewer
software

Business Development - responsible for creating long term value for TeamViewer’s customers,
markets and relationships

Finance Department - responsible for accounting, financing, purchasing and treasury activities
within TeamViewer

Procurement - oversees the action of obtaining possessions for the benefit of TeamViewer
Development Team - cross functional team located within Europe responsible for application and
database production maintaining product lifecycle

Quality Assurance Team - verifies that the software complies with the functional specification
through functional testing procedures

IT - responsible for effective provisioning, installation/configuration, operation, and maintenance of
systems hardware and software relevant to the system

Customer Support and Operational Excellence - serves customers by providing product and service
information that includes resolving product and service issues

Marketing - performs planning, research, communication and strategies for delivering product
information to customer base and understanding customer’s needs

Proprietary and Confidential 16



o Corporate IT Security - responsible for overseeing the security of the corporate infrastructure,
supplying IT Security policies and governing the overall security posture

e Product Security - responsible for the security of the products (includes codes, functions and
provisioning), the security for the production environment

Functions supporting the System also include Professional Service, Project Management, Solutions
Engineering, Product Strategy, Product Design, Investor Relation, IT Business Applications, Office
management, Environmental Social and Governance (ESG), Business Intelligence (BI), Controlling and
Treasury, Corporate Development and Mergers and Acquisitions (M&A), Legal, Data Protection and
Internal Audit, Sales, HR, Communications, Solution Delivery, Customer Support & Operational Excellence,
Customer Success Management and Customer Strategy.

Data

Customer data is managed, processed, and stored in accordance with the relevant data protection and
other regulations, with specific requirements formally established in customer contracts. Customer data is
captured which is utilized by TeamViewer in delivering its data system. Such data includes, but is not limited
to, the following:

¢ Alert notifications and monitoring reports generated from the commercial monitoring applications

o Alert notifications received from automated backup systems

e Vulnerability or security alerts received from various sources including security subscriptions,

scanning tools, IDS alerts, or automated patching systems
¢ Incident reports documented via the ticketing systems

TeamViewer does not store, access, or transmit Electronic Protected Health Information (ePHI) data and
payment card data.

Privacy Commitments
The following table describes the information included as part of the TeamViewer Remote/Tensor, Engage,

TeamViewer Classroom, Internet of Things (loT), Frontline (incl. Assist AR), Remote Management, Meeting
Services, DEX SaaS Platform, DEX Essentials and TeamViewer ONE System of TeamViewer:

Product

Products (Common)

Client Data

User account data; session metadata;
audio/video/screen content; file
transfers and chat; company
profile/admin data; device information;
notifications/mailing data.

Reporting

General dashboards; connection
reports; usage/performance/statistics;
device health; e-mail event logs.

Co-Browsing

page visits; local storage/cookies;
optional co-browsing recordings;
employee performance data.

Tensor User account data; remote session Enterprise dashboards; session audit
metadata; device identifiers; policy and | trails; compliance reports; conditional
conditional access logs; AR session access analytics; automation/API
data; APl interaction logs. usage statistics.

Engage / Mouse movements, clicks, scrolls; Co-browsing analytics; website

interaction stats; agent performance
reports; chat performance.

Live Chat / Video
Chat / Chatbots

Chat messages, attachments;
browser/device data; audio/video
stream data; chat cookies.

Chat history; agent performance;
video session analytics; chat
statistics.
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Product Client Data Reporting

Appointment User contact data; Appointment logs; scheduling

Scheduler confirmation/reminder metadata; statistics.
appointment history.

Classroom Whiteboard content; shared Classroom performance dashboards;
documents; breakout room activity; instructor reports; recording access.
classroom chat; instructor logs;
optional recordings.

Frontline Device logs; AR device metadata; call | Workflow analytics; AR/call analytics;
data; workflow steps and timestamps; document processing logs; asset
Optical Character Recognition (OCR) dashboards.
data; uploaded workflow documents;
asset info.

Assist AR AR camera feed; AR metadata; OCR Assist AR session reporting; AR

inputs; translations; AR session
interaction data.

quality/performance analytics.

Artificial Intelligence

Al usage inputs; user interactions;

Al usage statistics; feature-level

(Al) Services generated/transformed data depending | analytics.
on module.

DEX/1E DEX Device performance metrics; Device Experience dashboards;
application performance/crash data; Application Experience reports; Patch
patch data; Virtual Desktop Insights; software inventory reports.
Infrastructure (VDI) timestamps;
software inventory metadata.

loT Sensor Identifications (IDs); sensor loT dashboards; sensor analytics;
readings; hardware metadata; loT device uptime/health.
cloud data exchanges.

TeamViewer Audio/video stream data; screen Meeting performance dashboards;

Meeting sharing content; chat messages; usage statistics; session recording

meeting metadata; participant
identifiers; optional recordings.

logs; compliance and audit reports.

ServiceCamp /
Service Desk

Ticket content; attachments;
comments; agent activity logs; SLA
metadata; status changes.

Ticketing reports; SLA analytics;
agent performance dashboards;
resolution statistics.

Web Monitoring

Internet Protocol (IP) addresses;
response times; location data; system
status and credentials for monitoring.

Web performance dashboards;
uptime/availability reporting.

TeamViewer ONE

User account and device telemetry;
experience metrics; incident and
remediation logs; Microsoft 365 service
performance data; integration events.

Unified IT dashboards; DEX analytics;
proactive incident reports; automation
execution statistics; M365 monitoring

dashboards

DEX Essentials

Real-time device health metrics;
application crash data; remediation
actions; automation execution logs;
policy compliance status.

Device health dashboards;
remediation success reports;
automation usage analytics;
ROl/value dashboards.
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This list also describes the types of personal information collected from individuals or obtained from user
entities or other parties and how such information is collected and, if collected by user entities, how it is
obtained by the service organization.

At TeamViewer, the protection of personal data is taken seriously, and the entity is committed to meeting
applicable legal, regulatory, and contractual requirements. The approach is built on transparency,
accountability, and continuous improvement.

1. Identifying Requirements:

a. Careful review of agreements with customers and partners to identify specific obligations
related to personal data.

The Legal Team monitors relevant laws and regulations, including the EU General Data Protection
Regulation (GDPR), the German Federal Data Protection Act (BDSG), and sector-specific standards such
as Health Insurance Portability and Accountability Act (HIPAA).

b. These requirements are documented and regularly reviewed to ensure that services
remain aligned with evolving legal and contractual expectations.

2. Implementing Controls and Practices:

a. TeamViewer applies robust technical and organisational measures to safeguard personal
data, including encryption, access controls, and secure data transmission.

b. The internal policies govern how data is processed, accessed, and stored. Regular audits
are conducted to verify compliance.

c. Employees authorised to handle personal data are trained and bound by confidentiality
obligations.

d. Automated tools are used to monitor compliance and streamline reporting, ensuring that
the controls are effective and scalable.

TeamViewer’s Privacy Notice is publicly available on their website. Individual Data Processing Agreements
(DPAs) with customers and vendors are define the way of data processing and underly continuous review
and approval principles by the Data Privacy and Legal Team.

TeamViewer is committed to protecting personal information throughout its entire life cycle - from collection
and use to retention, disclosure, and disposal. To deliver secure and scalable services, they partner with
carefully selected subservice organisations who support specific operational functions. These partners are
subject to rigorous contractual and technical controls to ensure compliance with the privacy commitments
and applicable regulations.

Delegated Responsibilities

Subservice organisations may be responsible for the following aspects of the personal information life cycle:

e Security: Ensuring that access to systems and data is restricted to authorised users to prevent
unauthorised access or breaches.

¢ Availability: Maintaining operational uptime and accessibility of systems to support business

continuity.

e Confidentiality: Protecting sensitive information from unauthorised disclosure throughout its
lifecycle.

e Processing Integrity: Ensuring that system processing is complete, valid, accurate, timely, and
authorised.

e Privacy: Handling personal information in accordance with privacy principles, including lawful
collection, use, retention, disclosure, and disposal.

These responsibilities are defined and governed through written agreements such as SLAs and DPAs.
TeamViewer maintains a public list of subservice organisations and notifies customers of any updates.
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Oversight and Assurance

TeamViewer monitors the performance and compliance of subservice organisations through:
¢ Regular audits and assessments
e Defined scopes of responsibility
¢ Complementary controls that align with trust services
¢ Ongoing review of technical and organisational measures

The company ensures that personal information is retained only as long as necessary to fulfil the stated
purposes or as required by law, and that the privacy practices are clearly communicated to the customers.
The types of activities the subservice organization would need to perform to comply with the TeamViewer's
privacy commitments are part of the public list of subservice organisations.

TeamViewer is committed to protecting personal information and ensuring transparency in how privacy
obligations are fulfilled. The privacy practices are designed to meet the highest standards of data protection
and are communicated clearly to the user entities.

Communication of Privacy Notices

TeamViewer provides detailed Privacy Notice for each product and service via the Privacy Portal. These
notices explain how personal data is collected, used, and protected. While TeamViewer communicates its
privacy practices to user entities, it is the responsibility of those user entities to ensure that individuals are
informed about the processing of their personal data in accordance with applicable laws.

Summary of Privacy and Security Commitments
e Contractual Requirements:
o TeamViewer complies with privacy and security obligations outlined in customer
agreements, including DPAs, SLAs, and End-User Licence Agreements (EULAS).
o Common commitments include encryption of data in transit and at rest, role-based access
controls, and secure authentication mechanisms.
e Legal and Regulatory Requirements:
o TeamViewer adheres to global data protection laws such as the GDPR, HIPAA, and
relevant state-level regulations.
o The systems are designed to meet the requirements of these laws, including data
minimisation, purpose limitation, and accountability.
e Purpose, Use, and Disclosure of Personal Information:
o Personal data is processed strictly for the purposes defined in user entity agreements.
o Any use beyond those purposes is permitted only if not explicitly prohibited and is aligned
with TeamViewer’s privacy commitments.
o TeamViewer does not disclose personal data to third-parties unless required by law or
contractually agreed.
e Data Retention:
o Personal data is retained only as long as necessary to fulfil contractual obligations or
comply with legal requirements.
o Retention periods are defined in the internal policies and documented in the Records of
Processing Activities (RoPA).
e Secure Disposal:
o When data is no longer needed, TeamViewer ensures its secure disposal to prevent loss,
theft, or unauthorised access.
e Access and Correction:
o TeamViewer supports user entities in enabling individuals to access, review, and correct
their personal data.
o Data Subject Requests (DSRs) are managed by the Customer Support team and
processed in accordance with GDPR Articles 15-21 via web form or e-mail at
privacy@teamviewer.com.
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e Accuracy and Completeness:
o TeamViewer maintains processes to ensure personal data is accurate and complete.
o Correction mechanisms are implemented in collaboration with user entities.
e Handling Inquiries and Complaints:
o Inquiries, complaints, and disputes regarding personal data are handled by the dedicated
Privacy Team and Data Protection Officer (DPO).
o Individuals may contact the entity directly or through the user entity to raise concerns.
e  Security Programme:
o TeamViewer operates a comprehensive written security programme based on industry
standards such as International Organization for Standardization (ISO) 27001, SOC 2, ,
TISAX, CSA Star, NIST 800-53 moderate, BSI C5 and HIPAA.
o This programme includes regular audits, risk assessments, and continuous improvement
initiatives.
¢ Additional Information:
o The Trust Center provides further details on the privacy governance, training,
certifications, and risk management processes.

TeamViewer is committed to protecting personal data and ensuring transparency in how it is handled. While
user entities are responsible for communicating Privacy Notices to individuals, TeamViewer provides clear
privacy practices to support compliance and trust:
e Contractual and Legal Compliance: Meet the privacy and security requirements outlined in
customer agreements and comply with global regulations like GDPR, HIPAA, and BDSG.
e Purpose and Use: Personal data is processed strictly for agreed purposes. The entity is not using
or disclosing data beyond what is permitted unless explicitly allowed and not prohibited.
o Retention and Disposal: Data is retained only as long as necessary and securely disposed of to
prevent unauthorised access.
e Access and Accuracy: Support user entities in enabling individuals to access, correct, and verify
their personal data.
e Complaints and Support: The Privacy Team and DPO handle inquiries and complaints, ensuring
timely and compliant responses.
e Security Programme: The controls are based on ISO 27001, SOC 2, TISAX, CSA Star, NIST 800-
53 moderate, BS| C5 and HIPAA standards, with regular audits and continuous improvement.

Processes, Policies and Procedures

Formal IT policies and procedures exist that describe physical security, logical access, computer
operations, change control, and data communication standards. Teams are expected to adhere to the
TeamViewer policies and procedures that define how services should be delivered. These are located on
the company’s SharePoint and can be accessed by any TeamViewer employee.

As an innovative and knowledge-based company, TeamViewer is particularly reliant on the confidential
handling of information. The information cumulated in the company and the accumulated knowledge are
significant capital of TeamViewer and has led TeamViewer to implement the security-based controls
discussed below.

Physical Security

The in-scope system and supporting infrastructure are hosted by Anexia and Azure. As such, Anexia and
Azure are responsible for the physical security controls for the in-scope system. Please refer to the
“Subservice Organizations” section below for detailed controls.
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Logical Access

TeamViewer uses role-based security architecture and requires users of the system to be identified and
authenticated prior to the use of any system resources. Resources are protected through the use of native
system security and add-on software products that identify and authenticate users and validate access
requests against the users’ authorized roles in access control lists. In situations in which incompatible
responsibilities cannot be segregated, TeamViewer implements monitoring of one or more of the
responsibilities. Monitoring have to be performed by a superior without responsibility for performing the
conflicting activities or by personnel from a separate department.

Passwordless Authentication

To further strengthen TeamViewer's corporate security measures, TeamViewer has put passwordless and
phishing-resistant authentication as a mandatory authentication strength. TeamViewer's accounts have to
access systems without the need for traditional passwords. This eliminates the risk of password-related
security breaches especially through phishing and streamlines the login process.

Conditional Access

TeamViewer has enforced its zero-trust strategy meaning exclusions have been fully remediated. Only
centrally managed and compliant devices together with the predefined authentication strength and a valid
certificate can access company resources. Additionally, risk-based detections enforce strong conditional
access when accessing company resources.

Resources are managed in the asset inventory system and each asset is assigned to an owner. Owners
are responsible for approving access to the resource and for performing periodic reviews of access by role.

Employees and approved vendor personnel sign on to the TeamViewer network using an AD user
Identification (ID) and a passwordless authentication method. Users are also required to separately sign on
to any systems or applications that do not use the shared sign-on functionality of AD. Initial passwords have
to conform to defined password standards and are enforced through parameter settings in the AD. These
settings are part of the configuration standards and force users to change passwords at a defined interval,
disable the user ID’s ability to access the system and components after a specified number of unsuccessful
access attempts, and mask workstation screens, requiring the user to reauthenticate after a period of
inactivity.

Employees accessing the system from outside the TeamViewer network are required to use a VPN tunnel-
multi-factor authentication system. Employees are issued VPN certificates upon employment and access
is disabled during their exit interview. Vendor personnel are not permitted to access the system from outside
the TeamViewer network.

Customer employees’ access multi-factor authentication services through the Internet using the Transport
Layer Security (TLS) functionality of their web-browser. These customer employees have to supply a valid
user ID and password to gain access to customer cloud resources. Initial passwords have to conform to
password configuration requirements configured on the virtual devices using the virtual server
administration account. Virtual devices are initially configured in accordance with TeamViewer's
configuration standards, but these configuration parameters may be changed by the virtual server
administration account.

Customer employees may sign on to their systems using virtual server administration accounts. These
administration accounts use a multi-factor digital certificate-based authentication system.
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Upon hire, employees are assigned to a position in the HR management system. Ten days prior to the
employees’ start date, the HR team creates an onboarding ticket which includes the employee’s user IDs
and the access rights which need to be granted. The ticket is used by the IT Service Desk to create user
IDs and access rules. Access rules have been pre-defined based on the defined roles. The ticket system
has a template for employees that changes position and the associated rights which needs to be changed
within the access rules.

On an annual basis, access rights are reviewed by the team leads, to see if access or rights can be revoked.
While evaluating the access, the team lead considers job description, duties requiring segregation, and
risks associated with access.

The HR team creates tickets if an employee gets terminated. These tickets are processed by the IT Service
Desk to delete employee access. The IT Service Desk uses the tickets to suspend user IDs and delete
access roles from IDs belonging to the employee of the ticket.

On a quarterly basis, managers review roles assigned to their direct reports. Role lists are generated by
security and distributed to the managers via the event management system.

Managers review the lists and indicate the required changes in the event management record. The record
is routed back to the security help desk for processing. The IT Service Desk manager identifies any records
not returned and follows up with the manager. As part of this process, they review employees with access
to privileged roles and requests modifications through the event management system.

TeamViewer does not store, access, or transmit ePHI data and payment card data.

Computer Operations - Backups

Customer data is backed up and monitored by operations personnel for completion and exceptions. In the
event of an exception, operations personnel perform troubleshooting to identify the root cause and then re-
run the backup job immediately or as part of the next scheduled backup job depending on customer
indicated preference within the documented work instructions.

Computer Operations - Availability

Incident response policies and procedures are in place to guide personnel in reporting and responding to
information technology incidents. Procedures exist to identify, report, and act upon system security
breaches and other incidents. Incident response procedures are in place to identify and respond to incidents
on the network and endpoints.

TeamViewer monitors the capacity utilization of physical and computing infrastructure both internally and
for customers to ensure that service delivery matches service level agreements.
TeamViewer evaluates the need for additional infrastructure capacity in response to growth of existing
customers and/or the addition of new customers. Infrastructure capacity monitoring includes, but is not
limited to, the following infrastructure:

o Data center space, power and cooling

e Network bandwidth

TeamViewer has implemented a patch management process to ensure contracted customer- and
infrastructure-systems are patched in accordance with vendor operating system patches. Customers and
TeamViewer system owners review proposed operating system patches to determine whether the patches
are applied.
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Customers and TeamViewer systems are responsible for determining the risk of applying or not applying
patches based upon the security and availability impact of those systems and any critical applications
hosted on them. TeamViewer staff validate that patches have been installed and if applicable that reboots
have been completed.

Change Control

TeamViewer maintains documented Secure Software Development Life Cycle (SSDLC) policies and
procedures to guide personnel in documenting and implementing application and infrastructure changes.
Change control procedures include change request and initiation processes, documentation requirements,
development practices, quality assurance testing requirements, and required approval procedures.

A ticketing system is utilized to document the change control procedures for changes in the application and
implementation of new changes.

Quality assurance testing and User Acceptance Testing (UAT) results are documented and maintained with
the associated change request. Development and testing are performed in an environment that is logically
separated from the production environment. Management approves changes prior to migration to the
production environment and documents those approvals within the ticketing system.

Version control software is utilized to maintain source code versions and migrate source code through the
development process to the production environment. The version control software maintains a history of
code changes to support rollback capabilities and tracks changes to developers.

Infrastructure changes to the environment are reviewed and approved by the “Change advisory board”
(CAB). The CAB consists at least of the director of “IT Infrastructure”, the director of “Application and
Demand-management”, a member of the IT Security team and the requester of the change. This ensures
that changes are reviewed, and quality of implementation is maintained.

Data Communications

Firewall systems are in place to filter unauthorized inbound network traffic from the Internet and deny any
type of network connection that is not explicitly authorized. Network address translation (NAT) functionality
is utilized to manage internal IP addresses. Administrative access to the firewall is restricted to authorized
employees.

Redundancy is built into the system infrastructure supporting the data center services to help ensure that
there is no single point of failure that includes firewalls, routers, and servers. In the event, a primary system
fails, the redundant hardware is configured to take its place.

Penetration testing is conducted to measure the security posture of a target system or environment. The
third-party vendor uses an accepted industry standard penetration testing methodology specified by
TeamViewer. The third-party vendor’'s approach begins with a vulnerability analysis of the target system to
determine what vulnerabilities exist on the system that can be exploited via a penetration test, simulating a
disgruntled/disaffected insider or an attacker that has obtained internal access to the network.

Once vulnerabilities are identified, the third-party vendor attempts to exploit the vulnerabilities to determine
whether unauthorized access or other malicious activity is possible.

Penetration testing includes network and application layer testing as well as testing of controls and

processes around the networks and applications and occurs from both outside (external testing) and inside
the network.
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Vulnerability scanning is performed by TeamViewer in accordance with TeamViewer policy. Vulnerability
scans are also performed by a Third-Party Vendor upon request on a per client basis in accordance with
TeamViewer policy. The third-party vendor uses industry standard scanning technologies and a formal
methodology specified by TeamViewer. These technologies are customized to test the organization's
infrastructure and software in an efficient manner while minimizing the potential risks associated with active
scanning. Retests and on-demand scans are performed on an as-needed basis. Scans are performed
during non-peak windows.

Tools requiring installation in the TeamViewer system are implemented through the Change Management
process. Scanning is performed with approved scanning templates and with bandwidth-throttling options
enabled.

Authorized employees may access the system from the Internet through the use of leading VPN technology.
In addition, the user needs a valid certificate on his endpoint. Employees are authenticated using a token-
based multi-factor authentication system.

Boundaries of the System

The scope of this report includes the TeamViewer's TeamViewer Engage, TeamViewer Classroom, Internet
of Things (loT), Assist AR, Tensor, Remote Management, TeamViewer Meeting Services, TeamViewer
Frontline, TeamViewer DEX SaaS Platform System, TeamViewer One, Dex Essentials System performed
in Clearwater (United States of America, Florida), Vienna (United States of America, Virginia), Atlanta
(United States of America, Florida), Adelaide (Australia, South Australia), Yerevan (Armenia), Linz (Austria),
Bremen (Germany, Bremen) and Géppingen (Germany, Baden-Wiirttemberg).

This report does not include the cloud hosting and information technology solutions services provided by
Anexia and the cloud hosting services provided by Azure at the Clearwater (United States of America,
Florida), Adelaide (Australia, South Australia), Noida (India), London (UK), Yerevan (Armenia), Linz
(Austria), Porto (Portugal), Bremen (Germany, Bremen) and Géppingen (Germany, Baden-Wdirttemberg)
facilities.

Changes to the System Since the Last Review

No significant changes have occurred to the services provided to user entities since the organization’s last
review.

Incidents Since the Last Review

No significant incidents have occurred to the services provided to user entities since the organization’s last
review.

Criteria Not Applicable to the System

All Common/Security, Availability, Processing Integrity, Confidentiality, and Privacy criteria was applicable
to the TeamViewer's TeamViewer Engage, TeamViewer Classroom, Internet of Things (IoT), Assist AR,
Tensor, Remote Management, TeamViewer Meeting Services, TeamViewer Frontline, TeamViewer DEX
SaaS Platform System, TeamViewer One, Dex Essentials System.

Subservice Organizations

This report does not include the cloud hosting and information technology solutions services provided by

Anexia Internetdienstleistungs GmbH and the cloud hosting services provided by Azure at the various
facilities.
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Subservice Description of Services

Anexia provides hosting services for router servers and the associated customer environment, while
TeamViewer utilizes Azure to host its Management Console (accessible via login.teamviewer.com) and its
Customer Relationship Management (CRM) system.

Complementary Subservice Organization Controls

TeamViewer’s services are designed with the assumption that certain controls will be implemented by
subservice organizations. Such controls are called complementary subservice organization controls. It is
not feasible for all of the trust services criteria related to TeamViewer’s services to be solely achieved by
TeamViewer control procedures. Accordingly, subservice organizations, in conjunction with the services,
should establish their own internal controls or procedures to complement those of TeamViewer.

The following subservice organization controls should be implemented by Anexia to provide additional
assurance that the trust services criteria described within this report are met:

Subservice Organization - Anexia

Category / Criteria / Control
Control Domain Control ID
Common Criteria/ | CC6.4, Physical access to data centers is approved by an authorized
Security CC7.2 individual.
) Physical access is revoked within 24 hours of the employee or
Logging and LOG-12 vendor record being deactivated.
Monitoring
Physical access to data centers is reviewed on a quarterly basis
by appropriate personnel.
Physical access points to server locations are recorded by closed
circuit television camera (CCTV). Images are retained for 90 days,
unless limited by legal or contractual obligations.
Physical access points to server locations are managed by
electronic access control devices.
Electronic intrusion detection systems are installed within data
server locations to monitor, detect, and automatically alert
appropriate personnel of security incidents.
Control self-assessments that include backup restoration tests are
performed on at least an annual basis.
Availability A1.2 Redundant power is utilized to support the continued operation of
critical data center equipment in the event of a loss of the primary
Datacenter DCS-03, power source(s).
Security DCS-04, Data centers are equipped with fire detection alarms and
DCS-06 protection equipment.
DCS-07, Data center server floors and network rooms are connected to an
DCS-08, UPS system and emergency generator power is available in the
DCS-09, event of a loss of power.
DCS-10, . .
DCS-11 Information is protected from damage resulting from water leakage
DCS-12’ by providing shutoff valves that are accessible, working properly
’ and known to key personnel.
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Subservice Organization - Anexia

Category / Criteria / Control

Control Domain Control ID
DCS-13, Monitoring and alarming are configured by Service Owners to
882'1‘51 identify and notify operational and management personnel of

incidents when early warning thresholds are crossed on key
operational metrics

Incidents are logged within a ticketing system, assigned severity
rating and tracked to resolution.

Backups of critical system components are monitored for
successful replication across multiple Availability Zones.

Control self-assessments that include backup restoration tests are
performed on at least an annual basis.

When a backup job fails, the backup tool sends an alert to the
backup administrators who investigate and resolve the failure.

The ability to restore backups is restricted to authorized personnel.

The following subservice organization controls should be implemented by Azure to provide additional
assurance that the trust services criteria described within this report are met:

Subservice Organization - Azure

Category / Criteria / Control
Control Domain Control ID
Common Criteria/ | CC6.4, Procedures should be established to restrict physical access to
Security CC7.2 the datacenter to authorized employees, vendors, contractors, and
visitors.
Logging and LOG-12 Security verification and check-in are required for personnel
Monitoring requiring temporary access to the interior datacenter facility
including tour groups or visitors.
Physical access to the datacenter is reviewed quarterly and
verified by the Datacenter Management team.
Physical access mechanisms (e.g., access card readers, biometric
devices, man traps / portals, cages, locked cabinets) should be
implemented and are administered to restrict access to authorized
individuals.
The datacenter facility is monitored 24x7 by security personnel.
Availability A1.2 Datacenter Management team maintains datacenter-managed
environmental equipment within the facility according to
Datacenter DCS-03 documented policy and maintenance procedures.
Security DCS-04, Environmental controls should be implemented to protect systems
DCS-06 inside datacenter facilities, including temperature and heating,
DCS-O7’ ventilation, and air conditioning (HVAC) controls, fire detection and

suppression systems, and power management systems.
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Subservice Organization - Azure

Category / Criteria / Control
Control Domain Control ID

DCS-08, Datacenter physical security management reviews and approves
DCS-09, the incident response procedures on a yearly basis. The incident
DCS-10, security response procedures detail the appropriate steps to be
DCS-11, taken in the event of a security incident and the methods to report
DCS-12, security weaknesses.

DCS-13,

DCS-14, Backups of key Azure service components and secrets are
DCS-15 performed regularly and stored in fault tolerant (isolated) facilities.

Critical Azure components should be designed with redundancy to
sustain isolated faults and minimize disruptions to customer
services.

Customer data is automatically replicated within Azure to minimize
isolated faults.

Data Protection Services (DPS) backs up data for properties
based on a defined schedule and upon request of the properties.
Data is retained according to the data type identified by the
property. DPS investigates backup errors and skipped files and
follows up appropriately.

Backup restoration procedures are defined, and backup data
integrity checks are performed through standard restoration
activities.

Offsite backups are tracked and managed to maintain accuracy of
the inventory information.

Production data is encrypted on backup media.

Azure services are configured to automatically restore customer
services upon detection of hardware and system failures.

TeamViewer management, along with the subservice organization, define the scope and responsibility of
the controls necessary to meet all the relevant trust services criteria through written contracts, such as
service level agreements. In addition, TeamViewer performs monitoring of the subservice organization
controls, including the following procedures:

o Reviewing and reconciling output reports
Holding periodic discussions with vendors and subservice organizations
Reviewing attestation reports over services provided by vendors and subservice organizations
Monitoring external communications, such as customer complaints relevant to the services by the
subservice organization

COMPLEMENTARY USER ENTITY CONTROLS

TeamViewer’s services are designed with the assumption that certain controls will be implemented by user
entities. Such controls are called complementary user entity controls. It is not feasible for all of the Trust
Services Criteria related to TeamViewer's services to be solely achieved by TeamViewer control
procedures. Accordingly, user entities, in conjunction with the services, should establish their own internal
controls or procedures to complement those of TeamViewer.
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The following complementary user entity controls should be implemented by user entities to provide
additional assurance that the Trust Services Criteria described within this report are met. As these items
represent only a part of the control considerations that might be pertinent at the user entities’ locations.
User entities’ auditors should exercise judgment in selecting and reviewing these complementary user entity
controls.

1. User entities are responsible for understanding and complying with their contractual obligations to
TeamViewer.

2. User entities are responsible for notifying TeamViewer of changes made to technical or
administrative contact information.

3. User entities are responsible for maintaining their own system(s) of record.

4. User entities are responsible for ensuring the supervision, management, and control of the use of
TeamViewer services by their personnel.

5. User entities are responsible for developing their own disaster recovery and business continuity
plans that address the inability to access or utilize TeamViewer services.

6. User entities are responsible for providing TeamViewer with a list of approvers for security and
system configuration changes for data transmission.

7. User entities are responsible for immediately notifying TeamViewer of any actual or suspected
information security breaches, including compromised user accounts, including those used for
integrations and secure file transfers.
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